Identity Theft
Identity theft happens when someone takes or uses your personal information – name, address, date of birth, Social Insurance Number [SIN], banking and credit information – without your permission.

Thieves usually do this to apply for loans under your name, to take money from your bank account, shop with your credit card, apply for government benefits, or rent an apartment or car.

A stolen identity can make things very difficult for you. You may have trouble getting approval for loans, mortgages, and credit cards. It can be very hard to improve your credit score after a case of identity theft.
Identity thieves collect information in different ways. One way to protect yourself is to keep sensitive documents secure: don’t carry your birth certificate, SIN card, or passport, unless you need it that day.

The only organizations or people entitled to your SIN are your employer, someone preparing your taxes, some government offices, banks, and financial institutions. Your landlord does not have a right to your SIN number.

Shred documents before recycling. Collect your mail from your mailbox as soon as possible. If you move, stop your mail from going to your old address. You can also use Canada Post's mail forwarding service for a fee to forward your mail to your new address.

Check your bank and credit card statements each month for unauthorized transactions – no matter how small. Fraudsters often steal in small amounts from many cards to avoid detection.

If you are communicating remotely – by phone, website or email – don’t give anyone any information about your identity unless you are sure you can trust them and they are who they say they are.

It is best to request and review your credit report once a year for any unfamiliar or suspicious activity (eg. incorrect debt amounts, loans and credit cards you did not apply for, unauthorized credit checks).

The two main consumer reporting agencies (Equifax and TransUnion) will give you a free copy of your report. It is best to request reports from both agencies because they might have different information on file, but nothing in your report should be a surprise to you.

If you suspect that you have been a victim of identity theft, report it to the police right away.
Inform your bank and credit card companies. Call Equifax and TransUnion and ask them to put a fraud alert on your account, which would make it more difficult for a thief to access and misuse your identity.
Contact Service Ontario to reissue new government IDs – Driver’s Licence, Health Card, Ontario Photo Card.
If your property (land or home) was impacted due to fraud, you may be eligible for compensation through the Land Titles Assurance Fund. Keep all documents and make a record of all the steps you took to protect your identity.
The Canadian Anti-Fraud Centre gathers information about identity theft. They recommend reporting all suspected fraud incidents to their office. You may do this online or by calling them at 1-888-495-8501.
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